
   BE ALERT for PHISHING FRAUDS

Forward generic phishing to cybersecurity@ucdavis.edu; report 
phishing from @ucdavis.edu addresses to abuse@ucdavis.edu. 
Then delete message. 

Hi

You have a Faculty E-Learning message notification file 
from (familiar name). For security reasons, Your message 
has been encoded.

Kindly SIGN IN HERE again to open and read your 
message notification.

Thank you,
University of California, Davis

Hi

You have a Faculty E-Learning message notification 
file from (familiar name). For security reasons, Your 
message has been encoded.
Kindly SIGN IN HERE again to open and read your 
message notification.

Thank you,
University of California, Davis

Why no name or 

department on the 

message? Suspicious!

Real logo, but copied and misused by fraudster.

Just “Hi”? Odd.

Incorrect Capitalization

Are you expecting a 
message like this?
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How do you spot them? Check your emails (or 
phone calls) for anything unusual, especially if you 
weren’t expecting the message. 

This fraud showed up in UC Davis  
accounts this spring:

Skepticism like this can help you expose a 
phishing email before you get hooked:


